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1. Motivation
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Source; https://coinloan.io/blog/what-is-blockchain-trilemma/
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Execution layer2M AtEstIX} sHe SZIQI0| ZEsHX|

ZK S SE|D|AE EY2| RYUt XI0|= Validity proof ®|ZE2| FF0|Ct Optimistic
Rollup®| E2 “Presumption of innocent”& ™A Z L20{|A O{tH ZSHZL T MESHK| g1,
+SHQZE ChallengeE &= W2]0|Ct BHH ZK E2| 22 L2 HIO[E{E L1 =0l S iotct s
cllolE{ofl Ci$t Validity proofE 20| MZ3tC}.

E0I = o2 7kX| WEfTt UA=E, O] OFEIZ0 M= Universal ZK EYE
O HOILCt Universal 22 o EX 7|50t 7ts8t App-specific EY(7Hd $22] 7|sTt U=

E)2t 22| ZKEVM EE= zkVME A28l ProofE 4A6t= General purpose 22 HotCt.

2. ZK-SNARK
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ZK-SNARK workflow | source: https://zk-learning.org/

a. ZK-SNARK Structure
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zkEVMO|| M M HE| = Validity Proof= ZK-SNARKElH= ZE 2 AIZ AFESICE ZK-SNARKE Zero
Knowledge Succinct Non-interactive Argument of Knowledge2| 2tXt2 zKo| 491 Hidingzt,

SNARK2| £4¢Ql Non-interactiveE 2 F HESIHM 220 ASS & 5 U= SLA0|CE

ZK-SNARKE= E38| 2l X|L|{ZI0f| A AF238H= Front-end®t Back-end2t= 20 E AHEsH=0| E2|
{7l JHETb= CHE YEQO|CH ZK-SNARKS| work flow= CHS 1t 2Lt
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1) Setup : &2l El HEHE Sl Proveret Verifier?t 3E 2t A5 {6 22 7HX| DU = TH2t0|E{O| L.
2) Prover

1. ZHSI1X} 8= Function2 Arithmetic circuite] &Ef 2 HF#LCY,
2. Arithmetic circuit2 Oracle(F 2 CtetAl) 9| HEfZ HEFLCL,

3. Oracle2 gz atxQl AMUZ Eoff EH HEHC| Commitment 22 £ Verifierd|A| X|Z$HCt.

3) Verifier: Prover22E B2 ZHEIS S 2

)l

O A = Accept or RejectBtLC.

b. ZK-SNARK Traits

ZK-SNARKOl|= O42{7tX| A 50| EXfot=| 2t AZS0CHe| ZEHEo| 7| W20l ZKEVME|
SElQ} trade-offE & 112{8t0] proving schemes= MEHSHOFSICE n2fsioFet E42 3 A 37X 7t

ULE.
1) Setup

Trusted setup per circuit : Circuit @2 0§t CHE Trusted setupO| ER3tL. (e.g.
Groth16)

Universal Trusted Setup : $H19| Trusted setup2 2 2 E Circuitdl| A2 7Hs3ICt. (e.g
KZG)

Transparent Setup : Trusted partyZt 2 R235tX| 342 Transparent setupO|Lt. (e.g. FRI)

2) Proving cost : Prover?} proofE M A5}t7| 28t complexityO|LCt.



3) Verifying cost : ZK E2¢12| Verify= 28 2K[/0{A 0| R0{X|7| 20| 7tAH[t 2 ZE[=
£4olct.

Proof size : Circuite| 37| ChH| ZHZt2| 37|0|Ct. (e.g. KZG - O(1), IPA- O(log N))
Verifier time : Verifier proof 2% £%!2| time complexityCt. (e.g. KZG - O(1), IPA - O(N))

c. Different types of proving schemes

Proving scheme=2 AIE3%t= Y= oHA 7HES0|| Wt L= o= AUCH 22| 7|8t E| 3 o] 2t

Setup?| HE{Lt BAE T} HE}ZICE,
1) Pairing based : Et&=42| Bilinear pairing2 0| 8%t AZ (e.g. KZG)
2) Discrete log based : Et=M2| O|M4 21 FX|(DLP)E 0| &%t A2 (e.g. Bulletproofs)

3) Hash based : i A|E At&3H= A2 (e.g. FRI)

3. Architecture of zkEVM

EVM circuit
bitwise opcodes, ‘_;,7w:=:§§§
range check T N T=<ZT & block
———————— SHA3— stack/memorv/etc pcopcode transaction & block context
=" " A Tees o T >
. Bytecode Transaction Block context
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Keccak — - Bytecode Transaction Block
L MPT circuit RAM circuit yt R L -
circuit circuit circuit circuit
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circuit —>  constrain Signature ECDSA
table circuit
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table lookup

Architecture of zZkEVM | source: https://zk-learning.org/
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a. zkEVM proving data

zZkEVME 2= EUMNEE S SHIEH dHAZA=X], = EVME| Execution TraceZt 25

H3t= CircuitO|Ct. 07| M ZHOkSH= ZAE2 EVM word?} 256H|EQIX|, 22 E9)
T SHHEX|, A} 0| 22[0f| A 2t0| SHIEA| 210 X[ =X S EVM 0|l CHet 2=
validityO|C}.

zKEVM ProverZ} 7}X|= input Ci|O|E{ = C}S 1t 2L}
1) Input : O|C{2| 22| 7|& World state t, {22 World state t+1, L2 EZHHM
2) Witness : Execution trace

O| Cilo|E{ &2 0|83l 2= Execution trace?| Codehash, Gas usage, R/W of PC & Stack

pointer, Opcode § 2 E A3 RS ZHIC.

b. zkEVM structure

ZKEVME| &= T2 M E DL} 2= &0[SHX| 2, O AHLet 3719 circuite| S S 7tsotA| &
21 & dfLt= LookupOIEf Lookup2 circuit LHF 0| M =17 HLtS X2|SHX| ¢ 0[] Ze| Ao

E[0QU= HIO|S0| M Yol “ExH"sl=X|2E SEst= 27| X el Yyolct.

[l

HEE2| ZKEVME2 7|2X O Z EVM traceZt 2HIEX| ZHSI7| 2/ EVM circuito] /I
ZHSIOX} 5H= ZHE0| Ta| AT El 02 Lookup E|O|EE0| ZXsiCt. 7t o|H 2|20 A AR SH=
29l Keccak?| A< Circuit LHE 0| M HASE2AH TAE T HX| =0 sHA|2H2 T2| Aot st

Keccak table0ll A lookupdt= HAIQ 2 constraintsE 27| MO 2 £QICt,

[2tA zkEVME 2.8 Execution traceE 233517 /et HIQ! EVM circuit2t LookupE ¢let

Auxiliary circuitE 2 T4 E{ULE.

zKEVMOII M 23t EECHE 0|2 0{2{7H2| ProofE2 H{E A 0| =L}l O|= AtE3st=
proving scheme| (2} CHFSE {2 X| 0] QUCE ZCashOl| A AH&3SH= Halo2(IPA)2| < Pasta

curveE A3t recursion@ £ proofZ accumulationdtd, Scroll2] 2L Halo2(KZG)E AtEst=CH|
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c. Types of zkEVM

* Can verify an environment that looks exactly like
Ethereum, and even the Ethereum chain itself

* Can scale the Ethereum L1, and not just rollups

* Maximally easy for rollups because you can share
infrastructure (incl execution clients)

* Takes a very long time to generate proofs

* Can verify an environment that looks exactly like
Ethereum, but with minor changes (eg. state tree) that
don't touch the application layer

* Fully compatible with almost all Ethereum apps

* Can share most infrastructure

* Takes a long time to ger

yofs

* Can verify an environment that is similar to
Ethereum, but with minor changes (eg. hash function,
no precompiles) that do touch the application layer

* Fully compatible with most Ethereum apps

* Can share a lot of infrastructure

9 * Faster to generate proofs

* Compiles contracts written in Solidity, Vyper or other
high-level langs to a specialized VM, and proves that

* Not compatible with some Ethereum apps

Compatibility

* Modify the EVM
only by changing gas
costs

* Makes it faster to
generate proofs

* Introduces a
incompatibilities

* Can't share a lot of infrastructure
* Fastest proof generation time, saves costs and
reduces centralization risks

v

Performance

The different types of ZK-EVMs | source: Vitalik’s blog
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2) Type2:EVMI} Setk|= EVM S8 zKEVM. 0| 2|32l MPTE ZK-friendly structure?!
ZK-Trie2 HASH= 222 20| ZKE /e HE0| AX|2 HHS| EVME|Ho M= S5t
SeME JIX|OQJUCH CHEXQI TZNEZ A3

3) Type3: ZK-unfriendly OpcodeLt =52 ol HEHZ O|C2|S CIYS0| JHZ
2EYSHX| Tt oFzte| 0| HRet 5 S0| EXHetot.

4) Typed: XHH|H QI ZK-friendly 21012t Virtual Machine2 AtE3st= A2 2 0|C 2|1 = 8H0|
E|X| QX 2k CHE EFUO HISH proof M«J0] EW t2CH= & 0| JALCH cHEXM 2 Z StarkNetdt

zkSync7} UL}

4, Conclusion

ZK EY2 OF%| D|2te] 7|z 0|11 7toFe Zo| HLt 7|&2| E44 TYE=0| =O0f OF%| 0] 20LE

0|20 Z = A= =712 AUl = BESIL X|@ e BESICE 20| = S5t1 oixf i<
BELE 2 AHS0|10 0|E2|Ze & FHo 7|0 = A= T2 £FH S0l st 2 2DIL.



