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DeFi MEV Solution

o flashbots
o MEV-geth
o MEV-boost
« off-chain order matching
o linch
o CoW swap
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DeFi MEV Solution

- flashbots



MEV-GETH

— |dea

Private transaction mempool + Sealed bid blockspace auction

e Private Transaction
o Usert MinerO{|H| tx S
o Miner= tx£ CLHE 2HF txE2LF 0| =0t 25= M-
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MEV-GETH

- Architecture

ethereum
tx pool

eth_sendTransaction

ethereum

state

miner

pth_sendBundl

relay

—eoth_sendBundle—>

eth sendPrivateTransaction

miner

miner

Searcher
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MEV-GETH

- Architecture

searcher

searcher

miner

searcher

eth sendPrivateTransaction
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miner

miner

Relay

e private transaction pool2| transaction =

transaction bundle
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MEV-GETH

- Architecture

searcher

[P

eth_sendTransaction

searcher

—eoth_sendBundl

searcher

eth sendPrivateTransaction

/

ethereum ethereum
tx pool state

relay —eoth_sendBundie

Miner

Seald bid blockspace H0OH
relay2 2B MEEF2 transaction & bid7t &2
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MEV-BOOST

- |dea

e Minerlt Searcher®| MEVE &2 &= = &AM
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MEV-BOOST

- Architecture

user B
eth_sendRawTransaction

-«— eth_getPayloadHeader —

builder eth_sendPayload relay validator
-«— eth_returnSignedHeader —|

\ /

eth_sendPayload eth_returnSignedHeader

escrow <—/

eth_sendBundle

searcher —

Builder
© HIS
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MEV-BOOST

- Transaction Flow

=S
eth_sendRawTransaction

builder B— eth_sendPayload relay

eth_sendBundle

searcher —— \

eth_sendPayload

~.

T -«— eth_getPayloadHeader —

T -«— eth_returnSignedHeader —

validator

/

escrow

eth_returnSignedHeader
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MEV-BOOST

- Transaction Flow

user

searcher

—_—

eth_sendRawTransaction

-

>

eth_sendBundle

_——'—‘"——’/

2. Builder — Relay

builder |—eth_sendPayload relay

\

eth_sendPayload
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-«— eth_getPayloadHeader —

-«— eth_returnSignedHeader —

escrow

validator

/

eth_returnSignedHeader
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MEV-BOOST

= Transaction Flow

user —_—
eth_sendRawTransaction
I -«— eth_getPayloadHeader —
builder |—eth_sendPayload » relay validator
" -«— eth_returnSignedHeader —
eth_sendBundle
searcher |— \ /
eth_sendPayload eth_returnSignedHeader
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MEV-BOOST

- Transaction Flow

eth_sendRawTransaction
T -«— eth_getPayloadHeader —
builder eth_sendPayload relay validator
_— -«— eth_returnSignedHeader —|
eth_sendBundle
searcher |—— /
eth_sendPayload eth_returnSignedHeader

escrow <—/
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MEV-BOOST

- Transaction Flow

user

searcher

5. Proposer — Relay : bid1t =2 sllC0| A{Esl0] M
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eth_sendRawTransaction
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MEV-BOOST

- Transaction Flow

user —
eth_sendRawTransaction
T -«— eth_getPayloadHeader —
builder eth_sendPayload relay validator
_— -«— eth_returnSignedHeader —|
eth_sendBundle
searcher |—— \ /

eth_sendPayload eth_returnSignedHeader
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MEV-BOOST

- Transaction Flow

eth_sendRawTransaction
T -«— eth_getPayloadHeader —
builder eth_sendPayload relay validator
_— -«— eth_returnSignedHeader —|
eth_sendBundle
searcher |—— \
eth_sendPayload eth_returnSignedHeader

escrow
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TINCH LIMIT ORDER PROTOCOL

Signature Request

—_— |dea
o N

v
o data structure created off-chain and signed according to EIP-712 | o
Your signature is being

o EIP-712. shows pre-hashed raw data requested
o 1|= EIP-712 €i0|= message Atx|Tt OF2H2] Object sH40[7]0|,
O Wt =1 MBHO{OF S Domain

¥ domain: Object {name: "Decentralised Exchange", ve..
name: "Decentralised Exchange’
verifyingContract: "0x4b56356cd2azbf3202f771f50d..
version: "1
salt: "aaB7callccOcd5ebcbd94719c78d230f5d2bf2d24d..

Message

Y message: Object {orderHash: "0xf46bd6143937478a8be..
orderHash: "@xf46bd6143937478a8be2db6dB5d4dda5 4.
amount: 560
address: "0xbcd24a6bdccblbefaaze25fes62bdd9a2326..
nonce; 1

CANCEL SIGN



TINCH LIMIT ORDER PROTOCOL

= | imit order : 1&8E TtEHOE E3 Y

1.8X = linch App= Saoll limit orderE =2gt &= A2
o maker token2| HHEZHE A0 A approve() 2 ste X|&2 £Qlot1l, dAPP QIE{IO|A =2
TypeScript2 =2 MM It= (making OiE / taking DH—.—)
o Ot2 ME = off-chain AH0f] XZEH=

const limitOrder = limitOrderBuilder.buildLimitOrder({
makerAssetAddress: '0xCB2aaA39b223FE8DBABeS5CAF27eAD9B83C756Cc2 " .
takerAssetAddress: '06x111111111117dc@aa78b770faba738034120c302" .
makerAddress: '@xfb3c7ebccccAA12B5A884d612393969Adddddddd "’ ,
makingAmount: '100°
takingAmount: '200°
//predicate = '0x’,

//permit = '@x’,

//receiver = ZERO ADDRESS,
//allowedSender = ZERO ADDRESS,
//getMakingAmount = ZERO ADDRESS,

//getTakingAmount = ZERO_ADDRESS,
//prelnteraction = 'Ox’,
//postInteraction = '@x’,

// 12 201 == A4 Al

// WETH 100JH= 1INCH 200JH 0l OH !



TINCH LIMIT ORDER PROTOCOL

= Limit order : 1A&E TtHO 2 E3 THIY

E_.Jro._%—’.i UL, on-chain 2= Hefl 3
HEZHE AO| fi||Order() ==

2. APIE E3} Limit order =&
o OF2f{et 0| Order &

ruz 10
ot
[}
N
Im

struct Order
uint256 salt
Address maker
Address receiver
Address makerAsset
Address takerAsset
uint256 makingAmount
uint256 takingAmount
MakerTraits makerTraits

function fillOrder
Order calldata order
bytes32 r, // AY EE
bytes32 vs, // AY &EHE
uint256 amount
TakerTraits takerTraits
external payable returns(uint256 makingAmount, uint256 takingAmount, bytes32 orderHash



TINCH LIMIT ORDER PROTOCOL

= | imit order : 1A E TfHO 2 E3 IH0O{

3. XNATFES FASHH HEE AMO| cancelOrder() =&
o OF2HQF 40| =& FH A& — A|HTF =2 filled 100% 2 Ti= K=
AP A RETTF ARA S| RAHARZ Al= HO 2 Ma|E (MM FAAN= TiAH| 201 25

function cancelOrder(OrderLib.Order calldata order) external returns(uint256 orderRemaining, bytes32 orderHash
if (order.maker != msg.sender) revert AccessDenied

orderHash = hashOrder(order);

orderRemaining = _remaining[orderHash];

1f (orderRemaining == ORDER FILLED) revert AlreadyFilled
emit OrderCanceled(msg.sender, orderHash, orderRemaining);
_remaining[orderHash] = _ORDER_FILLED;



TINCH LIMIT ORDER PROTOCOL

- RFQ order

. FOIE 25K OFHIO0|HEEE] quoteE A
o HFAIS | imit order?}t S



TINCH FUSION

— |dea

« Limit Order + Dutch Auction ==&
e 1INCH 2R A¢| 21212 Resolver2A] linch L MM 24&t

3700 WETH to USDT Fusion swap

X
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Time in minutes

& Market liquidity rate curve - == Order fill + Market depth rate




TINCH FUSION

= Fusion Swap

o Limit Order@t =< flow, & QAT 7HHE HIE HSIA AL Q@A off-chain AHO|
Hel " K&
o O|Z HOHY| EX|10, S22 07 EZZ2 THN2E P2P gAIO 2 ARE MAIA[F|=
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DeFi MEV Solution

- CoW Swap



BATCH AUCTION

- Architecture

CoWw

PROTOCOL

Lol

Solvers Solvers

usoT
f Onchain i

Supply & Collect
o000~ (1]

Swap

o
- -




BATCH AUCTION

— |dea

o combine off-chain interanctions with on-chain interactions, in the same
transaction (CoWs + L= AMM)
o CoW Swap?Q| st E2 {9 swap2 Sst 1FHES THE! (batch transaction)
e O|1E 2= =H|=Z, Solver =4
o 1M Ol MO = =2 SolverOf| Hl Reward Ml&s — B | batch "Auction’




BATCH AUCTION

= Transaction Flow

i\l Token approve

Allowance

Manager @ Sign EOAOrder (amount, price..)
[OFFCHAIN]
funch

caon
transferFrom|
address _|

e Batch EOAOrders
[OFFCHAIN]

~ uint _ value
1 public

o Send settle instructions

@ Collect sell amounts

Execute interactions
(swap, trade, burn..)

Batch 3q
OrderDB

Settlement
Contract

Send result back
to contract

Payout proceeds of EOAOrders
& Fees proceeds of EOAOrders

OII

1. CoW Swap HHEEHE(GPv2VaultRelayer)d| approve() & Salf XISstk: &9l



BATCH AUCTION

- Transaction Flow

o Token approve

Allowance
Manager

e Batch EOAOrders
[OFFCHAIN]

Batch o Send settle instructions

OrderDB

Collect sell amounts

Execute interactions
(swap, trade, burn..)

@ Send result back
to contract

Payout proceeds of EOAOrders
& Fees proceeds of EOAOrders

2. RN A2 2H — signed orderE EHY (off-chain)




BATCH AUCTION

= signed order0j| st HH

struct Data
TIERC20 sellToken
TERC20 buyToken
address receiver
uint256 sellAmount
uint256 buyAmount
uint32 validTo
bytes32 appData
uint256 feeAmount
bytes32 kind
bool partiallyFillable
bytes32 sellTokenBalance
bytes32 buyTokenBalance



BATCH AUCTION

- Transaction Flow

o Token approve
Allowance

Manager @ Sign EOAOrder (amount, price..)
[OFFCHAIN]

e Batch EOAOrders
k L] mPAY L

o Send settle instructions

@ Collect sell amounts

Execute interactions
(swap, trade, burn..)

function

Batch
OrderDB

Settlement
Contract

Send result back
to contract

Payout proceeds of EOAOrders
& Fees proceeds of EOAOrders

3. 0|= ZrM = batch transactiond| 2} (on-chain)
SN: Ol E3 — GPV2Settlement Contract — 1. CoWs 2. Et AMM — O E&2 : &K



BATCH AUCTION

o a
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REFERENCE

- [lashBots

o https://xangle.io/insight/research/63t5c63cb5a7786c6f6fc021]

=== 1inch Rabbithole

o https.//blog.linch.io/the-Tinch-rabbithole-protection-from-sandwich-attacks/
o https://docs.linch.io/docs/rabbithole/
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https://docs.1inch.io/docs/rabbithole/

REFERENCE

= 1inch Limit Order Protocol

o https://xangle.io/insight/research/63t5c63cb5a7786c616fc02]
o https://xangle.io/insight/research/63t5c63cb5a7786c616fc02]
o https://xangle.io/insight/research/63t5c63chb5a7786c616fc02]
o https://xangle.io/insight/research/63t5c63chb5a7786c616fc02]

= 1inch Fusion

o https://docs.linch.io/docs/fusion-swap
o https://docs.linch.io/docs/educational-resources/intermediate/fusion-swap-faq



https://docs.1inch.io/docs/limit-order-protocol/
https://eips.ethereum.org/EIPS/eip-712
https://github.com/1inch/limit-order-protocol/
https://github.com/1inch/limit-order-protocol-utils/
https://docs.1inch.io/docs/fusion-swap
https://docs.1inch.io/docs/educational-resources/intermediate/fusion-swap-faq

REFERENCE

—_—  COW Swap

e Nt

e Nt

ns.//swap.cow.fi/#/faq
ns://docs.cow.fi/

e Nt

ns://github.com/cowprotocol/contracts
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