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Background

Block Flooding
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Background

Block Flooding

[Ethereum0il Al Daywise Tx Counts per Block, X Dune Analytics]



Background

Block Flooding

[Tx Counts per Block at 2022-12-09, = X Dune Analytics]
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Problem

Ethereum Layer 2 Scale-ups

e Arbitrum,Base 22 L2 M2 2 O|HZS2EL= =2 TPSE XM 2loh Al Db A B[ I M4,
FCFS ruleO| E 2%l 0| 20l block floodingO| 4 &Gt H &4 &L Ct.

o

chain base - 8 first_time 2023-09-24 60:008: & last_time 2023-09-25 00:00:¢ &

i= Query results X . Scatter chart X {#? Line chart X New visualization w P

Query results tx count per block

block_time block_numbex most_tx_raw_method most_tx_signature most_tx_count block_tx_count
2023-09-24 15:41 4390359 0x08083215b 261 912
2023-09-24 15:41 4390360 0x08000000 execute_44g58pv 262 912
2023-89-24 15:41 4390360 0x00000006 ROOTA146650865 262 912
2023-09-24 15:41 4390360 Ox0000000C fulfillBasicOrder_efficient_6GL6yc 262 912
2023-09-24 15:41 4390361 0x0000000€ ROOT4146650865 252 904
2023-09-24 15:41 4390361 Ox000000060 fulfillBasicOrder_efficient 6GL6yc 252 904
2023-89-24 15:41 4390361 Ox09000006 execute_44g58pv 252 904

[Base chain0i|A{ floodingEl 255, £X{: Dune Analytics]



Project Detail

Block Flood Monitor
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Project Detail

Metrics to watch (in block)

e Block Metrics(2x2)
o transaction count
o gasused
o base fee
o gas price

e Advanced Information
o from/to addresses
o Decoded tx data
o Gas price distribution (min, max, mid)



Project Detail

Proof of Concept
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Project Result

Flood Block Research

Example : BakerSwap LP providing Back-running

BakerySwap0il PunkX token($Punk) initial LP providingst= E MM & backrundt?| 25 £50| E

To Address Tx Count Tx Fee T
WHN W4 B
. . 0xddc90190665bc1c091891f4831c82bceddbadcea 100 0.0134028 Tx
Timeline
- R AbA 0xf746d23ceebeeeee92621b48af930b09d9f75581 41 0.00761815 Tx
o 24345238E(2023-08-10 09:06)0f| A tx count S7t317| A|E, Base Fee &5
— HEA 0x30241706df7b5be4b07619b83469a7b1ee9d09%e 20 0.00348792 Tx
* 24360288 5(2023-08-10 09:56)01 A Target tx ‘244
s 0xfc446796d891b18961f026a22333f0a4f7397a65 17 0.00155404
e O|Z Tx count, Base Fee Z4
0x12fd1f6f652e9ab03fb83c04269dcab2a86682a7 17 0.00219039
tx count per block
0x10cc46af6964fba2b7266ddf2cd8a8585b71a210 1 0.00421128
500
0x841aa51052b7¢917203090bf204ff153b56d7be3 16 0.0037113
90 0x582080e9a378440ca7a95f9a1a9b8678cb7363e8 15 0.0037941
0xf4966a74bc28c339efa99ebed4a0dd878edb82alc 12 0.00255228
300
block_tx_count @
200 Winner Tx
® https://basescan.org/tx/0xb128356d60a68c1135caae9e293ec4306413b25a57b065c86b1a13f0d
100 0984aa4
. Y TR Y 1PN [ POPPTEY PO TN JL vaw“ |I\ ...;l mll“l L
# 4 ) o P Y
oss 0830 08:45 09:00 0915 09:30 09:45 1000 1015 1030 1045 Coitients
e Event Y4 5082 MEE Tx Count/ Base Fee S7t7t ZX| &
Block £ (#2436028) . =

e Txinputdata Bt 2 & O EMTMOIT] O == {oLf, CH contract F0], OI T 0fl 24Tt tx

A (=]
BRI

* GasUsed 70.32%2 EHMMO| L2[X|= AUS A

¢ Unique From Address: 157
* Unique To Address: 32



Project Result

Flood Block Research

Example : BakerSwap LP providing Back-running

© 0x16a8b6111993e55...

© 0xb27d44bc7bdd2056...

0x0e134bf95b15da31...

© 0x410c75b15c449¢30...

© 0x5c65a6b97ebddbbe...

0x94d0c92624d420f5...

0xdd17d794803bb50c...

0x99bbc6ec5eadfcszs. ..

0xfa836d0464de5e9f. ..

0x538f401e90bdbfb9...

0x2a57f7ac7d7a3383f...

0x58491268f167c1bb...

0xb128356d60a68c11...

0x54b02d94fc3795a0...

0x1874cb60a632eb77...

Fulfill Basic Or.

Fulfill Basic Or.

OxabSafebc

Fulfill Basic Or.

Fulfill Basic Or.

Multicall

0x22480442

Multicall

Multicall

Multicall

Multicall

Transfer

Multicall

Mint With Reward.

Add Liquidity ET

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

2436028

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

75 days 24 mins ago

Oxeeb9be455a00981...

Oxeeb9be455a00981...

0x51ab12600c974151...

Oxeeb9be455a00981...

Oxeeb9bed55a00981...

0x3b7e1bd7442b2d2...

0x105380469386b{76...

0x1e7d0b0c32922abd...

0x463ec64b938d7d82...

0x463ec64b938d7d82...

Oxae16aa83910355€c...

0x710dd1ffe97a263a...

0x625cddd2feacfcOct ...

0xf255f0f4143a5af7a...

Oxae96ci79e28b829d...

[® oxf4966a74bc28c339. ..

[3 oxf4966a74bc28c339. ..

[ oxe0ef8eesadasbc3o...

[® oxfa966a74bc28c339...

[3 0xf4966a74bc28c339...

[3 0xf746d23ceebeeece. .

[3 oxef238dd149ced5ds. ..

[3) 0xf746d23ceebeesee. .

[3 0xf746d23ceebeesee. .

[ 0xf746d23ceebeesce. ..

[ 0xf746d23ceebeeece. ..

0xd0060dbfecfddbf14..

[ oxf746d23cee6eceee. ..

[® Base Day One: $BAS..

8 SwapRouter

0ETH

0ETH

0ETH

0ETH

O0ETH

O0ETH

OETH

OETH

OETH

OETH

OETH

0.0005 ETH

0ETH

0.000777 ETH

200 ETH

0.00028982 ¥

0.00028982 €

0.00011094

0.00028982 €

0.00028982

0.00010¢

0.00011328 ¢

0.00011335 ¢

0.00011849 @

0.00011813 @

0.00024117 §

0.0000697;

0.00030288 @

0.00059702 €



Project Result

Searching Strategy

Filtering
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Project Result

Searching Strategy

Filtering

- Base Startegy
1. =5 E UO0IeHE &Xic
a. TxCount
b. Gas usage
c. Most Tx signhature’s Count
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3. =S58 EdME =IEHE



Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

check_most_tx tx_count_threshold 3 chain
check_gas_used TRUE gas_used_threshold 3 B first_time 2023-11-21 00:00:00
check_tx_count TRUE most_tx_threshold 3 B last_time 2023-12-03 00:00:00
Filtering Integrated Query results Filtering Integrated
block_time block_number most_tx_raw_method most_tx_signature most_tx_count block_tx_count gas_used gas_limit gas_used_percent base_fee_pexr_gas ema_tx_count ema_gas_used ema_most_tx_cou
2023-11-21 05:14 6877165 ax 15 25 20272900 30000000 67.58% 60 8.125 5484378 3.125
2023-11-21 05:18 6877287 0x521da65d 80 82 9833049 30000000 32.94% 51 15.5 1928926 11.25
\\‘ 2023-11-21 05:21 6877380 0x521da65d 82 86 10349131 30000000 34.50% 63 16.75 1968771 11.875
2023-11-21 05:23 0x521da65d 79 85 10164163 30000066 33.88% 65 14.875 1822579 11.125
2023-11-21 05:24 0x521da65d 85 92 12326124 30000066 41.09% 57 18.25 2488939 11.875
2023-11-21 05:26 0x521da65d 36 97 12430912 30000000 41.44% 56 18.625 2224254 12
2023-11-21 05:31 6377668 0x521da65d 231 238 2996547. 30000000 99.88% 60 6490074 36.125
2023-11-21 05:32 6877691 0x521da65d 230 234 29962205 30000000 99.87% 68 35.25 6751963 30
2023-11-21 05:32 6877712 0x521da65d 239 245 29954592 30000006 99.85% 78 36 9448460 31.5
2023-11-21 05:33 6877744 0x521da65d 229 244 29979299 30000000 99.93% 77 36.875 6790517 30
2023-11-21 05:36 0x521da65d 240 245 29858668 30000066 99.53% 104 38.125 69088449 32.5
2023-11-21 05:38 6377888 ©x521da65d 229 233 29960705 30000866 99.87% 111 34.625 6730464 29.75
@floodblockmonitor D 40 2023-11-21 05:41 6377958 0x521da65d 237 244 29881532 30000000 99.61% 101 38.125 4940161 31
2023-11-21 14:26 6893734 0x521da65d 238 246 29889372 30000066 99.63% 55 37.5 4356630 31
Filtering Integrated 2023-11-21 14:30 6393829 0x521da65d 216 223 28406857 30000000  94.69% 56 41.25 5319661 32.625
2023-11-21 14:30 6893853 0x521da65d 242 247 29911631 30000EEE 99.71% 55 37.5 4712318 31.25
2023-11-21 14:31 6893870 0x521da65d 226 231 29953786 30000000 99.85% 57 37 4933429 29.5

“ﬁ&\\ ‘ 2023-11-21 14:35 6893978 0x521da65d 227 231 28369077 36000000 94.56% 58 38.625 4725317 32.75


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

= 1L
= check_most_tx TRUE [#8] tx_count_threshold 3 ema_pe . %gl A'” j |' Il jl L O'” [__J:l' al' "él E‘I aé)' }\l A %
check_gas_used TRUE [ gas_used_threshold 3
2t | =~ B N X |.i
o 2 J|ZE & threshold &€& Jt=s
check_ix_count TRUE [%8] most_tx_threshold 3
Filtering Integrated Query results Filtering Integrated [ ) ﬁl' j o= m :! O /‘S E_|H j =
block_time block_number most_tx_raw_method
2023-11-21 05:14 6877165 ax

2023-11-21 05:18 6877237 9x521da65d ® Ethereum‘cl)’| O-” —[':— quel Arbitruml Optimism

é\\\\“ Avalanche zkSync A2l A&

2023-11-21 05:24 6377460 0x521da65d
2023-11-21 05:26 6877508 @x521dab5d
2023-11-21 05:31 6877668 0x521dab5d
2023-11-21 05:32 6877691 0x521da65d
2023-11-21 05:32 6877712 @x521dab5d
2023-11-21 05:33 6877744 0x521da65d

2MT2_44_21 AE2A& £o77924 AVEINA~EEA


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

tx_within_range AS ( ES YA W Hell &= (ex_within_range):
SELECT
arbitrary(b.time) AS block_time,
CONCAT( Ol HERCIS S AL ER Lo E2 W Y E20 HeHE HeHsHLIC)
'<a href="https://, 2220 B D12 HEQ HeH 2, AARE JIA S, JIA 8HE SO
COALESCE( HIOIE{ 2 & HELICH

IF('{{chain}}' = 'base’, 'basescan.org’),
IF('{{chain}}' = 'arbitrum’, 'arbiscan.io'),
IF('{{chain}}' = 'ethereum’, 'etherscan.io'),
IF('{{chain}}' = 'optimism’, 'optimistic.etherscan.io'),
IF('{{chain}}' = 'avalanche_c', 'snowtrace.io'),
IF('{{chain}}' = 'zksync', 'explorer.zksync.io")
),
'/block/',
cast(b.number as VARCHAR),
" target=_blank">',
cast(b.number as VARCHAR),
|</a>|
) AS block_number,
bytearray_substring (t.data, 1, 4) AS tx_raw_method,
COUNT(t.hash) AS transaction_count,
arbitrary(b.gas_used) AS gas_used,


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

tx_per_block AS (
SELECT
arbitrary(block_time) AS block_time,
block_number,
max_by(tx_raw_method, transaction_count) AS
most_tx_raw_method,
MAX(transaction_count) AS most_tx_count,
SUM(transaction_count) AS block_tx_count,
arbitrary(gas_used) AS gas_used,
arbitrary(gas_limit) AS gas_limit,
arbitrary(base_fee_per_gas) AS base_fee_per_gas
FROM
tx_within_range
GROUP BY
block_number

),

52 Hdl & (ex_per_block):

0l HEH2l= SH Al
2t 220 het 0l I
GI0IE{ & A BHLICH: Of S

= |
st el RS Hell =SS H&ELILH

o 2


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

ema_calculation AS ( Xl 0| S B2 (EMA) H & (ema_calculation):
SELECT
block_number,
block_tx_count, 2t 2209 Hefl &, JbA AR S 2 DFE 20| A e &0l CHEH X%
gas_used, 0|E T

S B3 (EMA)S H&HEELICEH Ol= OI0IH 2l EI1E 2l =M E T ot= Ol
most_tx_count, T=20| €L|C}.
AVG(block_tx_count) OVER (
ORDER BY block_number
ROWS BETWEEN {{ema_period}} PRECEDING AND CURRENT ROW
) AS ema_tx_count,
block_tx_count - (AVG(block_tx_count) OVER (
ORDER BY block_number
ROWS BETWEEN {{ema_period}} PRECEDING AND CURRENT ROW
)) AS deviation_from_ema_tx_count,
AVG(gas_used) OVER (
ORDER BY block_number
ROWS BETWEEN {{ema_period}} PRECEDING AND CURRENT ROW
) AS ema_gas_used,
gas_used - AVG(gas_used) OVER (
ORDER BY block_number
ROWS BETWEEN {{ema_period}} PRECEDING AND CURRENT ROW
) AS deviation_from_ema_gas,


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

combined_ema AS ( 0| &t Xl & Xl (combined_ema):
SELECT
block_number,
ema_tx_count, N+ 0ls B2 IIBICZ 2 =52 Hell ==, JtA ASE, JHE =0
deviation_from_ema_tx_count, BHASE {2l SE 0| LA AUHAUS ZNUEI=X (B2 TEHEH 0| AT 2

ema_gas_used, EF K| 8HL| CL.
deviation_from_ema_gas,
ema_most_Etx_count,
deviation_from_ema_most_tx,
CASE
WHEN {{check_tx_count}} = TRUE AND block_tx_count >
ema_tx_count * {{tx_count_threshold}} THEN 1 ELSE 0
END AS is_unusual_tx_count,
CASE
WHEN {{check_gas_used}} = TRUE AND gas_used > ema_gas_used *
{{gas_used_threshold}} THEN 1 ELSE 0
END AS is_unusual_gas_used,
CASE
WHEN {{check_most_tx}} = TRUE AND most_tx_count >
ema_most_tx_count * {{most_tx_threshold}} THEN 1 ELSE 0
END AS is_unusual_most_tx
FROM


https://dune.com/floodblockmonitor/flood-block-monitor

Project Result

Flood Block Search Dashboard

https://dune.com/floodblockmonitor/flood-block-monitor

SELECT 2520 L W HA:
p.block_time,

p.block_number,

p.most_tx_raw_method, ) ~ B e ~ ~
split_part(a.signature, '(', 1) AS most_tx_signature, FISHHE Soll OlX 2 HHE =SS0 Ut S2E 2SH2L=Z
p.most_tx_count, SERGHL, Ol 2 HEAIGH)| flst HIOIH E =8I LICh

p.block_tx_count,

p.gas_used,

p.gas_limit, 0|2 EF7] e A O] = Ql E:

format('%.2f%%', CAST(p.gas_used AS DOUBLE) / CAST(p.gas_limit AS DOUBLE) * Ol FclE Soil €5 + A= HI0IE = 2AAI0I=

100) AS gas_used_percent, ~ B B
p.base_fee_per_gas, e ESEINHUES:ZLSSUHA LAUS HA S SEE It
e.ema_tx_counz, NANEE 2L ESHOUERAIDUNML A AS THES
e.ema_gas_used, - - _ C

e rount SHGH0f WIEY 0 S&E T} IS

e.is_unusual_tx_count, o Ol&HHEX:EH LHGS T Hot= HellL A AISHS Sl
e.is_unusual_gas_used, 0| A HeH EFX

e.is_unusual_most_tx

FROM

tx_per_block p
JOIN combined_ema e ON p.block_number = e.block_number
LEFT JOIN abi.signatures AS a ON p.most_tx_raw_method = a.id
WHERE
(NOT {{check_tx_count}} OR ({{check_tx_count}} AND e.is_unusual_tx_count = 1))
AND (NOT {{check_gas_used}} OR ({{check_gas_used}} AND e.is_unusual_gas_used


https://dune.com/floodblockmonitor/flood-block-monitor

